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Self-Sovereign Identity (SSI)
TWO PARTS

The Movement The Technology
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The Movement
SELF – SOVEREIGN IDENTITY

Influential writers and essayists:
- Kim Cameron (“Laws of Identity”, 2005)
- Doc Searls (Harvard blogger, co-founded IIW in 2005 with...)
- Kaliya Young (…a blogger/educator who gives this talk some years!)
- Christopher Allen (RWOTer & author of “10 principles” and of slide #6!)
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Shared Ideals
THE MOVEMENT

Data Sovereignty

21st Century 
Governance & Policy21st Century

Business Practices

Decentralized 
Identity / SSI

Decentralization,
Shared data,
Open source

Open data,
Data rights

Privacy-by-design, Open standards 
& protocols, Data unions, Rights to 

Repair & Portability

Radical 
Transparency
& Auditability,

Ecosystem design,
Mechanism design,

Incentive 
engineering

Multi-stakeholder 
data controls, 

Differential privacy,
Data accountability,
revocable anonymity

Digital-first,
Trust economics
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Key characteristics:

• Minimum Disclosure
• Full Control
• Necessary Proofs
• Legally-Enabled
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Key characteristics:

• Anonymity
• Web of Trust
• Censorship Resistance
• Defend Human Rights vs. Powerful Actors 

(nation states, multi-national corps, 
mafias, etc.)

• Originally coined by Tim Bouma (@trbouma) https://medium.com/@trbouma/less-identity-65f65d87f56b

• See also Christopher Allen’s presentation at Odyssey 2020

CC BY-SA 4.0

Less Identity + Trustless Identity
TWO MAJOR TRACKS

Or more properly 
“Trust Minimized” Identity

“Legally-Enabled 
Self-Sovereign” Identity*

SLIDE CREDIT: CRISTOPHER ALLEN’S ODYSSEY PRESENTATION 2020
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The Technology
SELF – SOVEREIGN IDENTITY



Identity is the gene of 
software applications.
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Centralized Identity
EXISTING WAY OF DOING THINGS
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Our “identities” (assembling into “profiles”) are stored away 
on the servers of identity providers, which own the structure, 
the content, and the access rights to everything we do.  

They lend us a key, but they can change the locks, or throw 
away the contents. We are but lowly subjects of the data 
barons.



Federated Identity
EXISTING WAY OF DOING THINGS 2.0
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By linking together silos into a “federation,” managers of 
businesses, platforms and services can outsource the “ID 
checks” at the door, making them interchangeable and 
interoperable.  Authentication is tricky business, and most 
relying parties are happy to offload this headache…

...onto ever more powerful middlemen who now hold richer, 
multi-silo identities on all of us in exchange for this 
convenience.  Single-Sign On makes the data barons into 
data emperors.



Today’s Problems
PAST WAY OF DOING THINGS CAUSED
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• Usage data collected to create detailed profiles with all-or-nothing access, often without any 
consent, much less informed consent

• Who owns user data & decides how it’s used?
• Difficult to delegate or attenuate access or privileges dynamically or retroactively
• Users can’t control how their data is secured or shared 

(or notified if there is a breach)
• Single points of failure and honeypots everywhere
• Usernames + Password databases are an attack surface
• Data bloat: businesses taking on liability for more data than they need 
• There is no identity layer that persists across all systems
• Lacking data portability

SLIDE INSPIRATION: HEATHER VESCENT + KIM HAMILTON DUFFY + KALIYA YOUNG



Decentralized Identity
WEB 3.0 WAY OF DOING THINGS 

Blockchains and DLTs aren’t perfect, but they’re the 
best way currently stable and production-ready for 
self-publishing and self-controlling the cryptographic 
keys for our identity. Some work (such as KERI and 
Sidetree) are pushing the envelope on other ways 
of decentralizing public key infrastructure.



Tech Foundations
SELF – SOVEREIGN IDENTITY

Decentralized Identifiers (DIDs): self-
controlled, digital fingerprints assigned to 

people, entities, or things

Verifiable Credentials (VCs): Like “files” but 
with granular controls baked in. Timothy 

Ruff’s “shipping container” analogy is apt.

Resolvers (“Mini DNS”): can function as local 
namespaces (or not)

Secure Data Storage (“lockers/vaults”): Extend 
granular controls to underlying data 

(new name being announced… tomorrow?)

Cutting-edge Privacy-preserving Crypto:
Zero-Knowledge, Differential Privacy, MPC, etc

Wallets and/or Agents: Web interfaces 
beyond the “browser”/”app” paradigm
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A Decentralized Identifier (DID) is a new 
type of identifier that is globally unique, 
resolvable with high availability, and 
cryptographically verifiable.

Decentralized Identifiers
DEFINITION
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https://w3c-ccg.github.io/did-primer/

The purpose of the DID document is to 
describe the public keys, authentication 
protocols, and service endpoints necessary 
to bootstrap cryptographically-verifiable 
interactions with the identified entity.



>70 DID Methods Today
DIFFERENT STROKES FOR DIFFERENT FOLKS
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https://w3c-ccg.github.io/did-method-registry/

(Soon to be 
un:DID?)



A verifiable credential (VC) is a set of tamper-evident claims 
and metadata about real life achievements, qualifications, or 
attributes that includes a cryptographic proof about who 
issued it.

Verifiable Credentials
DEFINITION
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https://www.w3.org/TR/vc-data-model/#credentials

Examples of verifiable credentials include digital employee 
identification cards, digital birth certificates, and digital 
educational certificates, authentication and authorization 
bearer tokens, logistics or shipping certifications.



• Reduce database security risks and business process risks
• Give users increased to total control over their identity data and credentials
• Increased data portability and near-global scope (for reputation and history)
• Increase business efficiency through streamlined onboarding & auditing

• Reduce fraud by confirming multiple data points
• Streamline confirmation of compliance data/documentation

• Increase trust of any verified data that must be shared downstream, in a form more 
persistent than the legal persons involved 
• Key use cases: Drug trials, Compliance documents, Provenance data

DIDs + VCs Can...
SO WHAT?
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SLIDE INSPIRATION: HEATHER VESCENT + KIM HAMILTON DUFFY + KALIYA YOUNG



FRAMEWORK FOR ADOPTION

1. Is selective disclosure or privacy a priority?
2. Is there high coordination burden?

3. Is traceability or auditability important? 

Application Areas

Chains of Custody
Commercial + Defense Supply Chain Logistics
Cold Chain (pharma to agriculture)
Contract Management (Legal, HR, Real Estate)
Software

Data Infrastructure & Governance_ 
Cloud roles + access management_

Microservices monitoring_

Telco
5G + IoT Enablement
Identity/Data-as-a-Service
Anti-Fraud (verification + roaming)

Healthcare_
Insurance + Billing 

Verifiable Clinical data and/or Device data _
Patient-centric data sharing + management _
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Ideas
(2-10 years)

Incubation
(6-18 months)

Refinement
(1-3 years)

Standardization
(~18-24 months)

Conversations Whitepapers, position 
papers

Experiments, Specifications, 
Pilots Standards

W3C Community Groups
Rebooting the Web 

of Trust
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SLIDE CREDIT: HEATHER VESCENT @ THE PURPLE TORNADO

Get Involved
RESOURCES



RESOURCES

https://github.com/decentralized-identity/decentralized-identity.github.io/blob/master/assets/ssi-architectural-stack--and--community-efforts-overview.pdf
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https://github.com/decentralized-identity/decentralized-identity.github.io/raw/master/assets/knowledge-base--april-2020.pdf
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More educational diagrams and cheatsheets at https://github.com/decentralized-identity/decentralized-identity.github.io/tree/master/assets/



Thank You!
QUESTIONS?


